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information in this document or for any consequential, special or similar damages.
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Abstract

1.1 Overview
This document describes the types of certificate and the certification guidelines (Cer-
tificate Practice Statement (CPS) for SIX Interbank Clearing Ltd. as a certification
authority (SIC CA).
The certification guidelines comprise regulations defining the use of certificates for a
specified group of users and/or class of application having common security require-
ments.
This certificate practice statement applies to certificates for services as described in
chapter 1.2 and are solely intended for persons taking advantage of these services.
1.2 Scope of application
These certification guidelines apply solely to certificates issued by SIC Customer ID
CA 1024 Level 2 (SIC CA) for secure client authentication when using the SSL
protocol in conjunction with services of SIX Group companies.
SIX Paynet Ltd.:
e payCOM"™®
o Web applications of SIX Paynet Ltd.
SIX Interbank Clearing Ltd.:
e remoteGATE
e SIC Extranet
e Web applications of SIX Interbank Clearing Ltd.
The SIC CA is not a public CA and the party certificates cannot be used for
binding electronic signatures (based on the law governing signatures).
1.3 Conventions
In this document, the terms "Party" and "Key Owner" apply equally to persons of both
sexes and legal entities.
The term "Issuer” refers to the certification authority (CA) as a legal entity.
1.4 Abbreviations

The following abbreviations are used in this document:
CA Certification Authority

CPS Certificate Practice Statement

CRL Certificate Revocation List

DN Distinguished Name (name of the certificate owner (Subject DN) or certifi-
cate issuer (Issuer DN))

ID Identification

Version 2.2 / January 27, 2009 5
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PIN Personal Identification Number
PKI Public Key Infrastructure

RDN Relative Distinguished Name (O=Organisation, OU=Organisational Unit,
L=Locality, ST=State or Province, CN=Common Name, C=Country)

RSA Name of the public key system developed by Rivest, Shamir and Aldeman

Version 2.2 / January 27, 2009 6
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SIC Certificates

21 Certificate hierarchy
The certificate hierarchy comprises a self-signed root CA which immediately validates
the party certificates.
SIC
self-signed
Root CA
| |
Personal certificate Employee certificate Compan_y_/ business
certificate
Only one class is represented within the different types of certificate.
2.2 Types of certificate
2.21 General information
All certificates issued by SIC are based on the X.509v3 standard. Only certificates for
1024 bit RSA keys with the public exponent 65537 and SHA-1 as hash algorithm are
issued.
2.2.2 Certificate matrix
The following table shows which certificate types have to be used for the different ser-
vices.
Private Certificate | Staff Certificate | Corporate Certificate
Web applications - X -
payCOM"® be X X
remoteGATE - X -
SIC Extranet - X -
223 CA certificate

The CA certificate is signed using the corresponding private key (self-signed). The
certificate is verified by comparing the hash value (fingerprint) of the certificate with the
official value published by SIX Interbank Clearing Ltd. The length of the CA certificate
key is 1024 bits.

Version 2.2 / January 27, 2009 7
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2.2.31 Naming conventions

The SIC root certificate has the following subject and issuer DN:

RDN Description
0] Swiss Interbank Clearing AG
ou1l CA Services
ouz2 Level 2 (Hardware Token Based Client Certificates)
C CH
CN SIC Customer ID CA 1024 Level 2
2.2.3.2 Intended purpose

The CA key is used to issue party certificates and publish certificate revocation lists
(CRL). In addition, the public CA key is used to protect a symmetrical key for CA data-
base administration.

2.2.33 Period of validity

The CA certificate is valid for a period of ten (10) years. The CA certificate is valid from
18 January 2002 until 18 January 2012.

2234 Fingerprint
Hash algorithm Fingerprint
MD5 94B6 190E C563 556E 1DE3 8013 F6B0 18C5H
SHA-1 6D44 7C83 6DD5 0528 277B 8498 CCAF 7CFB 7B52
EDAF
2.2.3.5 Extensions

The CA certificate contains the following X.509v3 compatible extensions:

Name Value
Basic Constraints o CA: true
¢ Path length: 0
Key Usage ¢ Certificate Signing
¢ CRL Signing
Subject Key 569F 5AFA B52B 8E07 D92A 458A 0D59 D538 27DO0
Identifier 54FB

All extensions are non-critical.

Version 2.2 / January 27, 2009 8
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224

Personal certificate for private persons (Private Certificate)

The person is registered in accordance with the contract conditions applying to the
service involved.

2241 Naming conventions
RDN Description Mandatory
0] Private person Yes
ou1l BPID Yes
ou2 No
ou3 No
C Country Yes
ST Canton No
L Place No
CN Name of the private person Yes
Email E-mail address of the private person Yes
2.24.2 Intended purpose
The private certificate is used solely for secure client authentication in conjunction with
the SSL protocol for the party involved.
2243 Period of validity
The certificate is valid for three (3) years.
2244 Extensions

The party certificate contains the following X.509v3 compatible extensions:

Name Value
Key Usage e keyEncipherment
¢ digitalSignature
Authority Key 569F 5AFA B52B 8E07 D92A 458A 0D59 D538 27D0
Identifier 54FB

All extensions are non-critical.
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225

Employee certificate for companies/businesses (Staff Certificate)

An employee certificate for companies/businesses is issued to a specific individual
who wishes to take advantage of the services as described in chapter 1.2 on the
instructions of the company in question.

The parties are registered in accordance with the contract conditions applying to the
service involved.

2.2.51 Naming conventions
RDN Description Mandatory
(0] Name of the company/business Yes
ou1l BPID Yes
ou2 Name of the department/group No
ou3 No
C Country Yes
ST Canton No
L Place No
CN Name of the party Yes
E-mail E-mail address of the private person Yes
2.25.2 Intended purpose
An employee certificate for companies/business can be used to take advantage of the
services according to chapter 1.2 for business purposes. The party certificate is used
solely for secure client authentication in conjunction with the SSL protocol for the
individual involved.
2253 Period of validity
The certificate is valid for three (3) years.
2254 Extensions

The party certificate contains the following X.509v3 compatible extensions:

Name Value
Key Usage ¢ keyEncipherment
e digitalSignature
Authority Key 569F 5AFA B52B 8E07 D92A 458A 0D59 D538 27DO0
Identifier 54FB

All extensions are non-critical.

Version 2.2 / January 27, 2009 10
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2.2.6

Certificate for companies/businesses (Corporate Certificate)

A party certificate for companies/businesses is issued to individuals who wish to take
advantage of the services as described in chapter 1.2 on the instructions of the
company in question. The party certificate for companies/businesses can be used
simultaneously by several employees within the company. Persons are registered in
accordance with the contract conditions applying to the service involved.

It is advisable to use in principle personal certificates for companies and businesses.

2.2.6.1 Naming conventions
RDN Description Mandatory
0] Name of the company/business Yes
ou1l BPID Yes
ou2 Name of the department/group Yes
ou3 No
C Country Yes
ST Canton No
L Place No
CN Corporate Certificate Yes
E-mail No
2.2.6.2 Intended purpose
A party certificate for companies/businesses can be used to take advantage of the
services according to chapter 1.2 for business purposes. The party certificate is used
solely for secure client authentication in conjunction with the SSL protocol for the
individual involved.
2.2.6.3 Period of validity
The certificate is valid for three (3) years.
2.2.6.4 Extensions

The party certificate contains the following X.509v3 compatible extensions:

Name Value
Key Usage e keyEncipherment
¢ digitalSignature
Authority Key 569F 5AFA B52B 8E07 D92A 458A 0D59 D538 27D0
Identifier 54FB

All extensions are non-critical.
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CA Infrastructure

3.1

Operator

3.2

SIX Interbank Clearing Ltd. is the operator of the CA:

SIX Interbank Clearing Ltd.
Hardturmstrasse 201
Postfach

8021 Zurich

CA Keys

3.21

Generation

3.2.2

Generation of the CA key-pair is undertaken in a secure environment. A number of
redundant copies of key-pairs are stored on different hardware tokens which are pro-
tected by access codes and stored in secure vaults.

The key generation process guarantees that the CA private key is only stored on the
hardware token intended for this purpose. The private key cannot be separated from
the hardware token.

Distribution of the public CA key

3.3

e Together with the SmartCard user PIN, each party receives the fingerprint of the
CA certificate by post (included in the Starter Kit)

e Each party receives the SmartCard by registered post
e The CA certificate can be obtained at SIX Interbank Clearing Ltd.

Directory service

3.4

No public directory service exists.

Suspension of activities

3.41

SIX Interbank Clearing Ltd. will inform all parties if its CA activities are going to be
suspended.

Safe custody obligation

SIX Interbank Clearing Ltd. undertakes to safeguard party data for a specific length of
time:

e Agreement

e Party data

o Certificate with the relevant status information

Version 2.2 / January 27, 2009 12
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3.5 Security
3.51 System security

The SIC CA is operated on a dedicated system. Access to the CA system is subjected
to physical access checks.

3.5.2 Personal security

Access to the SIC CA system is restricted to a defined group of persons. All critical
operations are undertaken using the principle of duplicate checking.

3.6 Auditing

The SIC CA is subject to a periodic audit undertaken by SIX Group auditors.

Version 2.2 / January 27, 2009 13
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Certification Guidelines

4.1

Registration of parties

4.2

The parties are registered in accordance with the applicable contract conditions for the
service involved as per chapter 1.2.

Generation of party keys

4.3

The RSA key-pair is generated by SIX Interbank Clearing Ltd. The key generation
process guarantees that the private key is only stored on the hardware token. The pri-
vate key cannot be separated from the hardware token. SIX Interbank Clearing Ltd.
holds no copy of the private key.

Application for a certificate

4.4

Each person or company/business who has finalised a valid agreement in accordance
with chapter 4.1 can apply for a party certificate. The application is checked by SIX
Interbank Clearing Ltd. who, at its discretion, may grant or reject the application.

Distribution of keys and certificates

The SmartCard containing the party key and the associated certificate plus the user
PIN are sent to the party under separate cover.

Delivery by normal post:

e User PIN for the SmartCard

o Fingerprint of the SIC root CA certificate

Delivery by registered mail:
e SmartCard containing the party key and party certificate

Version 2.2 / January 27, 2009 14
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4.5 Obligations of the parties

4.51 Intended purpose of the party certificates
Party certificates are only to be used for the services according to chapter 1.2 within
the framework of the contractually agreed conditions. The sole purpose is client
authentication in conjunction with the SSL protocol for the services according to
chapter 1.2.
The SIC Customer ID CA 1024 level 2 is not a public CA and the party certificates
cannot be used for binding electronic signatures (based on the law governing signa-
tures).
SIX Interbank Clearing Ltd. accepts no liability whatsoever for party certificates which
are used for any purpose other than client authentication in conjunction with the SSL
protocol for the services according to chapter 1.2.

4.5.2 Obligations of key owners

The key owner is responsible for the security of private key components in his pos-
session. As a means of guaranteeing security, the key owner must observe the fol-
lowing:

e As soon as the SmartCard has been received, the user PIN must be changed

o Where personal certificates are involved, the SmartCard and/or PIN must not be
communicated to third parties

o Where non-personal certificates are involved, the SmartCard and/or PIN may only
be communicated to authorised persons within the same company

e The private key is only to be used for the purpose specified in chapter 1.2

e Adopt measures to ensure that the system on which the keys are used is suitably
protected (virus detection, access restriction etc.)

o If the key is compromised or the SmartCard lost, the certificate must be blocked
immediately

Version 2.2 / January 27, 2009 15
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4.6

Blocking of certificates

4.6.1

SIC CA offers the possibility of irrevocably blocking certificates (revocation). This is the
irreversible and premature termination of a valid certificate. Revoked certificates can
no longer be used for the services of SIX Group companies according to chapter 1.2
and both the party concerned and the issuer are authorised to request certificates to
be terminated in this manner.

Party-related reasons for revocation

4.6.2

Each party must apply for his certificate to be revoked if:

e there are grounds for suspicion that the party key has been compromised
e the SmartCard has been lost or stolen

e agreement has been terminated

Issuer-related reasons for revocation

4.6.3

SIX Interbank Clearing Ltd. is authorised to block a party certificate without a special
application if:
e there are grounds for suspicion that the party key has been compromised

e misuse of the systems of SIX Group and/or its services according to chapter 1.2 by
the party involved

e suspension of PKI operations

SIX Group-related reasons for revocation

4.6.4

The service owner is authorised to block party certificates if:

o there are grounds for suspicion that the party key has been compromised

e misuse of the systems of SIX Group and/or its services by the party involved
e termination of the agreement

Certificate Revocation List (CRL)

The certificate revocation lists issued by the CA are based on the X.509 v2 standard.
"Per-certificate" extensions (e.g. reason codes) are not supported. An incremental
serial number in the certificate revocation list appears as a "per-CRL" extension.

The certificate revocation lists issued by the CA are not publicised. The certificate
revocation lists are used by the systems of SIX Group for checking the validity of
certificates used for authentication purposes.
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4.7 Liability

When using the party certificates in accordance with chapter 1.2, the liability clauses
for the relevant agreements apply.

No liability is accepted whatsoever for party certificates used for any purposes other
than those defined in chapter 1.2.

4.8 Changes to the certificate practice statement

SIX Interbank Clearing Ltd. reserves the right to make changes to the certificate
practice statement (these guidelines) without notice.

4.9 Transfer of the service within SIX Group

SIX Interbank Clearing Ltd. reserves the right to transfer the certification authority (SIC
CA) to another SIX Group company without notice.
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